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Executive Summary

This ALPHA Deliverable D3.6 reports on the networkntrol and management issues for in-
building/home networks. The focus is made on tlsmuwece management in a heterogeneous home
network, but the integration with the control andnmagement plane of the access network is also
considered.

A control & management architecture consisting afienber of functional building blocks is proposed

for the local resource management in a home netwmssikg the UPnP-QoS framework. The

Deliverable gives details on the framework whichgists of the services/modules QoS Policy Holder,
QoS Manager and QoS Devices. Also, options fomaote configuration using TR-069 and SNMP

are considered.

The envisaged interaction (a sequence diagram)desivthe UPnP-QoS in home and the GMPLS
RSVP-TE in access is presented for two scenarideeohome-access integration as a foundation for
the integrated UPnP-GMPLS framework.

For the UPnP-QoS framework, simulations have besfopned for identifying the QoS setup time
depending on the request priority. It has beeraniqular noted that the higher priority flows have

the average, longer setup times, which howeverbeas deemed acceptable since a higher priority
flow also gain lower rejection rate and the ovesaliup times in this simulation have been in tiieor

of a few milliseconds (these times did not incltide processing times).

Also, the time required to execute various QoS mganaequests for QoS devices in the UPnP-QoS
framework has been measured. This data have bedrfarsextrapolating the setup times of a number
of QoS-enabled devices. It has been concludedpiatielization of the setup procedure might be
required in order to achieve an acceptable setog fior larger home networks.

Furthermore, the status of implementation of the®RoS functionality by the ALPHA industrial
partners (Telsey and Homefibre) for their respechimrdware is reported.
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1 Introduction

1.1 Purpose and Scope

Deliverable D3.6 addresses the technical aspeatsaofging resources in a (home) network. First of
all, the heterogeneity of a home network is taketo iaccount, since each particular networking

technology has its specific QoS mechanism. Comgirtirese mechanisms to form a networking

technology independent resource management frarkawdhe first task to be considered. Secondly,

interworking with the access network, in particuldie issue how can we synchronize reservations in
the home network with that of the access network?

Architecture is proposed that combines a numbetedhnologies to solve the stated problems. In
particular, the UPnP-QoS solution for the home oétwand its interaction with GMPLS are
investigated.

The feasibility of deploying such a mechanism igestigated. This is done by:
Theoretical performance measurements of UPnP-Qpaling
Performance measurement of a test implementatifPoP-QoS
Preliminary report of real life implementation issuof UPnP-QoS
Theoretical interworking UPnP-QoS and GMPLS

In section 2 the use cases that will be takenastmunt are discussed. Both in-home use cases as we
as the use cases that involve interworking withaiteess network are considered.

Section 3 discusses the available building blocld @roposes an architecture combining them into a
generic resource reservation framework.

Section 4 reports performance measurements of WRIB-v3 using different models/
implementations, and section 5 reports a prelinyimeadmap for commercial implementation.

1.2 Reference Material

1.2.1 Reference Documents

[1] http://www.read.cs.ucla.edu/click/

[2] Analysis of UDP Traffic Usage on Internet Backbdumgks. SAINT'09: 9th Annual
Symposium on Applications & the Internet, Studeasston, Seattle, WA, USA; IEEE
2009

[3] UPnP Forum; UPnP-QoS Architecture:3 For UPnP Version’1 Bovember 30, 2008

[4] UPNP Forum, “UPnP QosPolicyHolder:3 Service Temepléersion 1.01 For UPnP
Version 1.0”, November 30, 2008

[5] UPNP Forum, “UPnP QosManager:3 Service Templatside 1.01 For UPnP Version
1.0”, November 30, 2008

[6] UPNP Forum, “UPnP QosDevice:3 Service Templateigerl.01 For UPnP Version
1.0”, November 30, 2008

[7] Devices Profile for Web Services, February 200ilable at:
http://specs.xmlsoap.org/ws/2006/02/devprof/deyioefie. pdf

[8] L. Brewka, H. Wessing, and L. Dittmann, “Signalipgrformance of UPnP-QoS
architecture,” inThird IEEE International Conference on Advancedvideks and
Telecommunication Systems (ANTSw Delhi, India, 12 2009.

[9] “UPnP technology the simple, seamless home netevavkite paper,”
December 2006.

[10] C. Develder, P. Lambert, W. Van Lancker, S. Moéhsyan de Walle, J. Nelis,
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D. Verslype, S. Latré, N. Staelens, N. Vercammery@&@meulen, B. Masschelein,
T. Van Leeuwen, J.-F. Macq, K. Struyve, F. De Tuarkd B. Dhoedt, “Delivering
scalable video with QoS to the hom&glecommun. Systo appear.

[11] http://www.cablelabs.com

[12] http://www.opencable.com

[13] CableLabs, “OpenCable Home Networking MIB Speaiiien”, September 21, 2009

[14] UPNP Forum, “UPnP QosDevice:3 Underlying Technplog
Interface Addendum Service Template Version 1.01
For UPnP Version 1.0”, November 30, 2008

[15] J. Nelis, D.Verslype, C. Develder, L. Brewka, He8¥ing, and L. Dittmann, “Bandwidth
reservations in home networks: Performance assesshe/lPnP-QoS v3”, Proc. 35th
IEEE Conf. Local Computer Networks (LCN 2010), DenwCO, 11-14 Oct. 2010, pp.
276-279

[16] B. Vankeirsbilck, J. Nelis, D. Verslype, C. DeweldT. Van Leeuwen, and B. Dhoedt,

“Integrating personal media and digital TV with Qg$arantees using virtualized set-tg
boxes: Architecture and performance measuremeniet,. 35th IEEE Conf. Local
Computer Networks (LCN 2010), Denver, CO, 11-14.Q61L.0, pp. 504-511

1.2.2 Acronyms and Abbreviations

ACS Auto Configuration Server

ATM Asynchronous Transfer Mode

ATQ AdmitTrafficQos

CSsv Comma Separated Values

CP Control Point

CPE Customer-premises equipment
CWMP CPE WAN Management Protocol
DNS Domain Name System

DNS-SD DNS Service Discovery

DPWS Devices Profile for Web Services
DSL Digital Subscriber Line

GENA General Event Notification Architecture
GEQS GetExtendedQosState

GMPLS Generalized Multiprotocol Label Switching
GPI GetPathinformation

HTTP Hypertext Transfer Protocol

ICT Information and Communication Technologies
IPTV Internet Protocol TeleVision

LAN Local Area Network

MIB Management Information Base
MoCA Multimedia over Coax Alliance

NAT Network Address Translation

NMS Network Management System
OPNET Optimized Network Evaluation Tool
OS Operating System

UDP User Datagram Protocol

UIN User Importance Number

UNI User Network Interface

UPNnP Universal Plug and Play

PC Personal Computer

QD QosDevice service

QM QosManager service
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QoS Quality of Service
QPH QosPolicyHolder service
RAQ ReleaseAdmittedQos
RG Residential Gateway
RSVP-TE | Resource Reservation Protocol - Trafficikeering
SDK Software Development Kit
SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
TCP/IP Transmission Control Protocol/Internet Pcoto
ToC Table of Contents
VLAN Virtual Local Area Network
Wi-Fi Wireless Fidelity
WAN Wide Area Network
WP Work Package
XML eXtended Markup Language
1.3 Document History
Version Date Authors Comment
01 2009-11-20 Jelle Nelis ToC
02 2009-12-08 Lukasz Brewkd, Contribution UPnP-Qo0S
Henrik Wessing | signalling (section 4.1)
and Lars
Dittman
03 2009-12-08 Jelle Nelis Introduction to sectiocsn?l
section 2.1
04 2009-12-09 Jelle Nelis Section 3.1.1.1
05 2010-01-05 Jelle Nelis Mapping UPnP-QoS, Zerbc
06 2010-01-06 Jelle Nelis Remote configuration, SNM
Optimization of UPnP-QoS
implementation
07 2010-01-07 Jelle Nelis Deployment view
08 2010-01-08 Gunter Section 5.2.2
Obiltschnig and
Gerhard
Treffner
09 2010-01-18 Henrik Wessing  Section 3.1.1.2
10 2010-01-18 M.Giltrelli and | Section 3.1.2.1 and section
M. Pegorer 5.2.1
11 2010-03-10 Pontus Section 2.2 and section 3.3.2
Skoéldstrom
12 2010-03-22 Jelle Nelis Exec. Summary
13-14 2010-04-01 — 2010-05-E. Ortego, Final remarks and review
05 M. Popov
15 2010-11-23 All partners Public version D3.6rasked
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2 Use cases

In order for the quality of experience of any seevior the end user to be satisfied, network ressur
should be managed based on that particular seiSm®e services are prone to errors such as packet
loss or high delayljitter, others are resilientthese errors and only have bandwidth restrictions.
Control and management of these network resources $ource to destination raise a number of
challenges. Figure 1 gives an overview of the ndtvifrastructure to manage. The heterogeneity of
technologies along the path should be taken intowatt, several networking/reservation technologies
can be used between the beginning and the endeofdith, all of which should be managed.
Furthermore, different network stakeholders canibelved. Typically there will be a service
provider, one or more network operators and the usedt. Note that the goals of all these different
stakeholders might not necessarily coincide.

‘Web server

Backbore

Thin
Cliert

ome
Gateway

;
g

Remrote Video

Managament Streaming
Server Server

Figure 1 Overview of network infrastructure

In the context of ALHA, we will be focussing on tyge cases, namely the control and management
inside the home network in section 2.1 and theact®n between the home and access network in
section 2.2.

2.1 Control and management of multiple QoS segments ithe home

A home network can be composed of different netimgrkechnologies. Examples are wireless, power
line and coaxial communication, twisted pair copaed fibre. Figure 2 shows an example of such a
home network.

These technologies have different capabilities;estachnologies only support prioritization of tieff
others also support actual parameterized reservafiosesources. The parameters that are supported
also vary among the technologies; the most comnaanpeter that is supported is bandwidth and
related parameters. Delay and jitter can also ppated.

Not only are the capabilities diverse in the honmawork, the reservation mechanism also is
technology specific.
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Home
Gateway

-4————Home Network——————————jp

Figure 2 Example of a home network

This use case aims at showing the steps necessamlifible, policy based resource reservation on a
heterogeneous home network. To demonstrate thisyileonsider three scenarios. First of all, a
basic reservation of network resources is consitleféhis scenario shows the differences in
technological capabilities can be abstracted terddf unified resource reservation mechanism across
the home network (see Figure 3).

Less bandwidth due
to video stream

< -N0IMe 6
()
Streaming
Servar Gateway

- Int t. P H, M "
- internet: L 1ome Network:

Figure 3 Resource reservation in the home network

The second scenario will cover resource conterdigiection in that a resource reservation will be
done when resources are scarce. This scenaricpredient the end user with a message indicating
there was a problem when trying to provide Qualitervice.

A third scenario (depicted in Figure 4) tries tdveathe problems encountered in the second scenario
without user interaction. Based on predefined pedicresources are released to make room for the
reservation at hand.
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- QoS
1 presmptec

Figure 4 Resource contention resolution in the homsvork

2.2 Interaction of in-home control and management withaccess network

While in-home resource reservation can guaranteai@uwf Service for services that both originate

and terminate within the home, services that haveradpoint in the external network may still be

disturbed by other traffic. The disturbing traffeould be benign, such as a file download, or
malicious, for example in the form of a Denial @fr@ce attack. The link between the Home and
Access network is often the link with the smalleahdwidth in the path from an end user through the
Access network and therefore it is not unlikelyt tt@ngestion would occur on that link.

An example of benign traffic disturbing a serviaeilel be an end user watching streamed IPTV — with
resource reservation in-home — and at the sameexeieange large amounts of traffic on the Internet.
The traffic to/from the Internet could cause cottigesin the link between home and provider which
results in packet loss that in turn cause degrawlati the video stream (see Figure 5).

Typically, traffic to and from the Internet is rung on the top of the TCP protocol, which has dtbui

in congestion control, and generally detects aadtseto the congestion by lowering the transmission
rate. However, services that use UDP, which lackk-in congestion control, may be on the rise for
bulk data delivery (for example PPLive, a popuRfV streaming service) [2].

Home Network Access Network

Congestion

Internet

_

Streaming
Server

Television
Gateway

Switch

Switch

Reserved Resources Packet loss
Figure 5 Congestion on the link between Home Gayeamal Access Switch
If resource reservation could be established i hotme and access network this problem would be
solved, at least for services that are within tbmadin of the provider control & management system.

The cross-domain resource allocation could be implded in several ways; two use cases are shown
in Figure 6 and Figure 7.
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Internet

Streaming
Server

Telavision

Access
Switch

Home network Access network
Resource Allocation Resaurce Allccation

Figure 6 Using a User Network Interface (UNI) tdtiglize resource allocation in the access network

In the case shown in Fig. 6, the Access Networkegmts a User Network Interface (UNI) that can be
used by the Home Gateway to request resource edgmTVin the access network. A resource
reservation request sent by the television setigiihated by the Home Gateway which in turn
generates a resource reservation request for thesdmetwork. The request is sent to the UNI and
the reservation results are communicated backettidime network control and management system.

Internet

Videc
Streaming
Server

Television

Access
Switch

Home network Access network
Resource Allocation Resaurce Allccation

Figure 7 Home Gateway is part of the access netwarkreserves resources as an access network peer

In the second case (Fig. 7), the Home Gateway tp&gsin the both the home and access network
control and management systems. A resource regarvaguest from the television (using the home
control and management system) is converted bydtme Gateway to the appropriate format for the
access network control and management system arsgidsto reserve resources in the access network.

These use cases may seem to be very similar lnetahe some differences:

Scaling The second case introduces a potentially largeuatraf nodes to the access network
control and management system. Depending of hasvsystem is designed this may or may
not be a problem. The UNI on the other hand, depgnah where in the network it is placed,

could be overloaded, to resolve this it should bssible to distribute the load for example by
placing it in each Access Switch.

Fault handling The first case introduces additional systems tongtevork (the UNI) which
might make management more complicated. The secase integrates the Home Gateway
into the access network control and managemengsysathich may simplify troubleshooting.

Security The second case may be more difficult to make sesince more trust is placed in the Home
Gateway, which is most often located on customemses. The Home Gateway takes part in the
access network control and management traffic waidbast would have to be encrypted, making this
a more complicated solution. If a malicious endrugeuld take control of a Home Gateway having
access only to the UNI, this would limit the potehtlamage compared to the second case, when
direct access to the control and management tratiidd be possible.
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3 Control & management architecture

Section 3.1 starts with a general overview of theppsed architecture subsequently followed by
alternative technologies for each building blockect®n 3.2 lists the deployment alternatives and
finally, the sequence diagrams in section 3.3usfthte the UPnP-QoS interaction with a GMPLS
access network for resource reservation.

3.1 Functional building blocks

In order to be able to accommodate the use casdfisd in section 2, the following general
architecture is suggested. Figure 8 shows whichpcoents are needed for implementation. A local
QoS reservation mechanism together with one imattoess network can be used to perform end-to-
end network resource reservation. Coupling of etfervation mechanisms has to take into account
the following two alternatives. First, the requeah be initiated in the home network; in this ctmee
reservation in the access network can be triggeyeal local QoS reservation mechanism. The second
possibility is that the request is initiated ouésiwf the home network; a remote management protocol
can trigger the local QoS reservation mechanisnettay with the access reservation mechanism
(alternatively, it can rely on the local QoS resgion mechanism to trigger the access part of the
request).

Backtone

s

L

-1

s Ot
& S
Remote Video
Managemer Streaming

Servey Server

Figure 8 Functional building blocks of the suggesaechitecture
3.1.1 Local QoS reservation

3.1.1.1 UPnP-QoS

Universal Plug and Play (UPnP) is designed to dyoalty discover and connect all kinds of devices
and services in an interoperable manner. It iscbasevell defined and mature Internet standardh suc
as XML, HTTP, TCP/IP, and UDP...

UPNnP-QoS v3 [3] defines a mechanism to performcpaliased Quality of Service in that traffic
streams can be given a so called UserlmportanceBiumborder to be able to resolve resource
contention in the home network. The Userimportanceber indicates the relative importance of a
particular stream and UPnP-QoS will take that vahte account when reserving resources.
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UPnP-QoS|qosPolicyHolder |

2) Get TrafficPolicy 3) Return IrafficPolicy
with UserlmportanceNumber
. 1)QoSrequest | r
CP [ > QosManager | UPnP-
6) Return rasult QoS

4) CalculaW/ \W traffic stream
QosDevice / QosDevice \ QosDevice
¥ X

| QosDevice | | QosDevice |

Figure 9 Overview of UPnP-QoS services and intéoacbetween them [16]

UPNnP-QoS defines three additional services thabeagenerally applied to UPnP-enabled devices. To
support the policy-based mechanism, it defines aPQlicyHolder [4] service that can be used to
define a set of rules concerning end user servieethermore a QosManager [5] service is defined
that is responsible for the end-to-end decompasitibQo0S requirements across the home network.
These two services are completely independent efh#iworking technologies present in the home
network. The QosDevice [6] service provides a waydll technology dependent functionality to be
bundled. It provides a simple interface to get iinfation about and manage QoS on the device the
QosDevice service is responsible for.

Three types of QoS are defined in UPnP-QoS v3, dindl foremost, the parameterized QoS has been
added in v3, the prioritized QoS has been availginlee v1 and the hybrid QoS provides a way to get
the best of both worlds as prioritized QoS willused if parameterized QoS isn’t supported.

Figure 9 shows the interaction between all UPnP-Qm8ponents for a simple QoS request. When a
UPNP-QoS control point requests QoS through théM@aoager service for a stream it is controlling, it
should provide all the necessary information intigdnformation to identify the stream and its QoS
requirements.

A distinction is made between the QosManager senttaat offers certain functionality to a Control
Point and the QosManager entity which, in turn,lwatt as a Control Point towards the
QosPolicyHolder and QosDevice services on the nétteodelegate the work to be done.
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Figure 10 Sequence diagram of QoS request wittoogkicontention resolution (preemption) [15]

Figure 10 shows the actions called for a UPnP-Qafsigst. In then case of the prioritized or hybrid
QoS, the QosPolicyHolder service is queried for plodicy parameter TrafficilmportanceNumber
which indicates the relative importance of theficah case of the prioritized QoS. The QosManager
entity will subsequently query all QosDevice seegidor path information so it can calculate thénpat
the stream traverses. To be able to do a QoS mmgeirts decomposition, the QoS state of all
QosDevice services on the path will be retrievadrafvhich the actual admission will take place. In
case of failure, a few things can happen depenalintipe parameters the Control Point (CP) provided.
The CP can indicate to do pre-emption or to onporewhich streams on the network are currently
blocking the reservation of resources. Figure Iiwshwhat happens when the Control Point specifies
that the pre-emption has to be done. First ofth#, policies for all blocking streams (which were
returned as a result of the failed QD:AdmitTraffasp) action) are retrieved from the
QosPolicyHolder service. Based on the Userimpodiinmber of each of the stream, the Quality of
Service for the pre-emption candidates is releafted which admission is tried once again.

3.1.1.2 DPWS

Device Profile for Web Services (DPWS) was desigmefit the resource constrained endpoints into
Web services architecture. The specification allanteroperability between different resource-
constrained Web services and more flexible clieyglémentations [7].

In a sense, DPWS is similar to UPnP. It also defiaddressing, discovery, eventing, and description.
In DPWS the stress is put on the compatibility wite WEB Services. The main disadvantage of
DPWS compared to UPnP is that UPnP clearly defihesQoS architecture together with the full
description of particular elements’ functionalitwhile the DPWS documentation is more device
oriented, not describing the details of QoS archite. The lack of clear guidelines could cause
multiple approaches for QoS provisioning and leadirteroperability issues. That is why, the
investigation of DPWS as an in-home device corgrotocol suite has been discontinued.
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3.1.1.3 Zeroconf

The name Zeroconf gets used to indicate everythiag enables so called “zero-configuration
networking”. It evolved out of the need addressgdA\ppleTalk in that it is designed to provide the
same ease of use as AppleTalk but for a local tRar&. It consists of a way to automatically assign
IP addresses without DHCP server, named IPv4LLn@gl@GINS queries without a central DNS server,
named Multicast DNS and a service discovery prdtocamed DNS-SD. To this day it doesn't
support any QoS related functionality.

3.1.2 Remote configuration

While UPnP-QoS provides a way to manage end-toc@sfsl in the home network, it doesn’t provide a
way to be remotely accessed. UPnP-QoS enableotifgyaration of policy information and overall
QoS management in the home network. In order toerttaik possible from outside the home network,
a remote management protocol should be used.

3.1.2.1 TR-069

TR-069 (Technical Report 069) is a Broadband Fospacification that defines the CPE WAN
Management Protocol (CWMP), an application layetgeol for remote management of end-users
devices. The protocol is based on SOAP/HTTP. Ihitdesigned for DSL broadband access devices,
the TR-069 is currently used also to manage otlbeesss and home network devices (powerline
adapters, set-top-boxes, etc).

The customer premises equipment (CPE) contacts @atdiguration Servers (ACS) at the boot time
and then periodically. The ACS provide several ngam@ent functions (firmware upgrade,
configuration change, diagnostics), based on TR-889hods and data models as defined by
Broadband Forum.

The TR-098 defines the Internet Gateway Device Déddel for TR-069, which includes all objects
and variables to manage Internet access parametacd) as DSL/ATM and IP interfaces
configuration, routing, NAT, etc. Further technisglecifications exist for the definition of otheatd
models related to different device functionalitiddoreover TR-069 supports the definition of
proprietary data model objects that can be shaetdden ACS and CPE to support additional features
not yet standardized by Broadband Forum.

To be able to manage UPnP-QoS remotely using TRib@&3standard data model must be enriched
with proprietary objects to configure the UPnP-Qe&uired parameters.

3.1.2.2 SNMP

Simple Network Management Protocol (SNMP) allowsléezal information to be managed remotely.
SNMP agents expose configurable information of tlewice they reside on through so called
Management Information Bases (MIB).

Multiple agents can be managed by multiple Netwbtiknagement Systems (NMS) by either
periodically querying for local information usinget GET, GETNEXT and/or GETBULK operations
or by listening for updates sent by the agentsgusie TRAP or INFORM operations.

Pieces of information that can be retrieved or icpméd are called managed objects; an NMS can
configure such a managed object by using the SEfatipn.

A number of MIBs are defined by standardizationibs@nd other entities. There are MIBs modelling
the TCP, UDP and IP state of a device and manysti® be able to manage UPnP-QoS remotely
using SNMP, a UPnP-QoS MIB has to be created.

Cable Television Laboratories Inc. [11] has incllidend extended UPnP-QoS in their OpenCable
Home Networking [12] specification together withhmate management of UPnP-QoS. In [13] a MIB
to remotely configure UPnP-QoS gets defined.
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3.2 Deployment view
Figure 11 illustrates how the technologies disadisd®mve can be applied to the scenarios of se2tion

The different areas should be distinguished. Céaimd management in the home network is done by
using UPnP-QoS which is designed to work with tegeneous home networks. Since the home
gateway is a device that is supposed to be “alvays the UPnP-QoS services that should be
available all the time, namely the QosManager angF@licyHolder service should be deployed in the
home gateway. Furthermore, each device that isbtap# offering a form of Quality of Service
should have an embedded QosDevice service.

To be able to interact with the QoS in the accegwaork, the home gateway will also implement a
QosDevice service. This will be used not only tonage its LAN interface, but will also to act as a
bridge towards the QoS mechanism used in the acwssork. A request received for its WAN
interface will result in a request on the accede/oxk.

At last, since the control and management funcsibould be accessible not only from within the
home network, therefore a remote management procsbonld be used to be able to remotely manage
QoS policies and requests.

Backbone

TR-069 client
\/

Video
Streaming
Server

Figure 11 - Deployment view of control and managenaechitecture
3.3 Interworking between home and access networks

3.3.1 Multiple QoS segments in the home

This set of use cases follows the interactions sagtspecified in the UPnP-QoS architecture [3]
described, for example, in Figure 10.

3.3.2 Sequence diagrams for interaction with access network (GMFS RSVP-TE)

A detailed view on thenvisagednteractions between the control/management plahéome and
access network can be seen in Figure 13 and Fitirehe figures are based on the two models
presented in section 2.2, in the first model, tben& gateway connects to the access network control
plane through a UNI and requests resources viadbisection,. In the second model, the home
gateway is part of the access network and maywvesesources directly. In both diagrams some of
the UPnP-QoS signalling in the home has been ainfittebrevity. In these diagrams we assume that
the resource reservation system in the access retwdGMPLS. It uses RSVP-TE for resource
reservation and has a Path Computation Enginel¢alate paths through the network.
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4 UPNnP-QoS performance evaluation

The evaluation of UPnP QoS performance for homevorlss is a work in progress. This section
reports on the first results of the evaluation [Mhich will be further completed and reported in
Deliverable D3.8

4.1 Performance modelling and reservation setup time dPnP-QoS
signalling

In order to assess, in particular, the reservagitnp time of the UPnP-QoS signalling, the OPNET
modelling has been used. This model has been dmelin order to evaluate (mainly) the
parameterized UPnP-QoS Architecture in a simpledhaatwork environment, in particular the Setup
Time required for all the involved devices to acoondate the new request. As the setup procedures
may differ depending on the priority (understoodJds - User Importance Number), we investigate
the influence of the priority on the setup time f@riable QoS request rates (we assume here a
possibility of release of the low priority flows order to accommodate a higher priority request). A
the same time, we also analyse Rejection RatiodRaels for different priorities with a changingerat

of requests. That is done to investigate the gémdiaence of UIN on the flows treatment duringeth
QoS establishment phase [9].

The UPnP entities developed for the purpose op#réormance evaluation are depicted on Figure 14.
The model contains all the necessary services/medoil the UPnP-QoS architecture described in
Section 3 and as such could be used for evaluafitme interaction between the modules required for
setting up parameterized QoS. The behaviour dhalmodels is analogical with the documentation in
UPNP-QoS Architecture V3].

Figure 14 - Modeled UPnP-QoS architecture

Figure 15 depicts the interaction between differentlules implemented in the model. The upper part
of the figure presents the interaction for a cadeerwpre-emption is not required. The whole
interaction diagram shows the message exchangecfrario with pre-emptioenabled, where as
stated before lower priority flow can have premelyitaken the resources in order to allow higher
priority reservation.

The modules interaction in modelled environment

The procedure of establishing traffic QoS (see f&dLb) is initiated by Control Point (CP)'s QoS
request for a given flow sent to QosManager - QM Flow's basic parameters and resources that are
requested are contained in the Initial Traffic Dgson and Resource parameters. This is followed b
the path determination, based on the source artthalisn addresses contained in the Initial Traffic
Descriptor QM determines the devices that needetadmfigured for incoming traffic (2). Next QM
requests QosDevices (QD) states by Extended Qa® &tsion (3), in response the QDs provide
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information about their capabilities and currerdtst(4). Finally, QM can invoke the Admit Traffic
QoS action (5).

In case the reservation fails and pre-emption lswald by the CP, the QM will continue the
reservation procedure. Another GetExtendedQosStetgiest (6) is used in order to obtain
information about blocking flows. Once QM has theWwledge about what are the blocking flows it
contacts QPH to request policies with GetListOfficifolicies message (7). Based on obtained
policies QM will make a decision regarding possipiof the pre-emption. Next, if possible, QM will
try to release some resources (8) and admit théymeguested flow again (9).

Normally pre-emption takes place in the situatidmew the requested resources though not available
on one of the network devices, can be freed as d@heyccupied by the flows that according to the
traffic policies are of less importance than thelgearriving flow. The specification does not defin
details of pre-emption procedure for multiple caatés for pre-emptiof3].

Figure 15 Interaction diagram for Traffic QoS regtievith preemption [8]

Description of the simulations

For the purpose of the simulation a number of patars had to be determined. We assume a full
duplex communication with 100 Mb/s throughput betwell the devices in the home network. The

priority and resources occupied by particular nesgons are chosen probabilistically. The interval

between reservation generations is exponentiaflfyiduted with parameterized mean value. The user
importance number varies from 0 to 999 and forltegresentation the priorities are grouped into 10
classes. One should notice that pre-emption is@ssible in class 9 as e.g. flow with UIN 945 can

force release of flows 944 resources.

First, we considered the most important parameter dignalling performance evaluation in
parameterized QoS i.e. the setup time. In caseptrmmeter is not sufficiently low the establishinen
of QoS for particular streams might be not suitdbleuser scenarios considered by ALPHA. The
values of measured setup time are presented omeFlgy which shows that the average setup time is
higher for higher priorities reservations. Thessuhs meet the expectations as it is more likely fo
high priority reservation to cause the pre-empfioocedure and at the same time prolong the setup
time. The graph also shows that growing rate ofiests for QoS establishment causes extension of
setup time — one can notice the increase of 50%oferpriority flows up to 100% for high priority
packetsHigher impact on the setup time of high prioritg\fis can be explained by the fact that pre-
emption is more likely to happen for higher messggeerations rates and mainly affects the higher
priority traffic flows which cause pre-emption marten [8].

In general it is worth noticing that the setup tidmes not exceed 3,5 ms which is a very good rdsult

is also important to say that these times mightedifor real-life application depending on the
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processing power of the devices involved in theisdin the modeller the processing delay is not
considered as this parameter depends very muchrtioydar devices type and design).

Figure 16 Reservation setup time for different ptyoflows as a function of traffic QoS request saege
generation rate[8]

Figure 17presents rejection ratio (measured as a numbejedt notification for particular priority over
total number of notifications received) for diffatepriority flows as a function of request genearati
rate. The results clearly show how increasing tbevd priority can lower the probability of the
rejection of particular request. To obtain reswdigressing the rejection over time Figure 18 is
presented, showing the inter-sample rejection pagsenting how often the flows are rejected. For
uniformly distributed flow priorities once can gete indication of the rejection rates for different
classes [8].
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Figure 17 Rejection ratio for different priorityoilvs as a function of traffic QoS request messagergéon rate [8]

Figure 18 Inter-sample rejection rate for differgiority flows as a function of traffic QoS requesessage
generation rate [8]

Summary on the performance of UPnP-QoS signaling

The results of the performed analysis show that RIRo0S Architecture is capable of providing
different levels of QoS depending on the flows im@ace - user priority, though one has to be aware
that higher priority flows have on the average kigbetup times. Even if this situation is not degir
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as usually traffic with higher priorities should berviced with better quality. One can however argu

that extension of waiting time that avoids rejecsioand lowers possible rejection rate is a fair
solution. This is a reasonable statement especisiliy the obtained setup time in the range of

milliseconds.

UPnNP signaling is well defined and performs webkrwusing the simplest — sequential reservation and
pre-emption approach used during the simulationsafimg no parallel resource management is
performed). Signaling overhead on the other handoisan issue for the protocol that is mainly

intended for private networks where the price dadad volume is usually of no concern.

4.2 Performance measurement and optimization of UPnP-C®
implementation

In [10] a system to reliably offer a scalable videidh QoS to the home is discussed. One of the
problems discussed is how to implement and optirdi2aeP-QoS to ensure the end-to-end Quality of
Service in the home.

IBBT has implemented the complete UPnP-QoS v3 freone The QosManager and
QosPolicyHolder service have been implemented waifhoptional actions taken into account.
Furthermore, for QosDevice service implementatiarn@osDevice framework has been designed to
easily implement a QosDevice service for a new ngkimg technology.

To address the (parameterized) QoS capabilitiespafrticular layer-2 technology, it needs to expose
UPNP QosDevice (QD) service (exposing state inftionaand a QoS enforcing interface using XML
descriptions). Since most of the QD logic is indegant of the underlying network device, we
developed a QD software framework that providesasy interface between the UPnP-QoS layer and
the network device, hiding all UPnP-QoS and XMLisTreduces the implementation effort to deploy
a new QD to implementing a few Java interfaceshegatg the network state information and
translating the TSPECs in the (parameterized) @ofests to the device's L2 capabilities. (This has
enabled IBBT to provide the first demo of UPnP-Q8with MoCA devices)

4.2.1 Optimizations in implementing UPnNP-QoS v3

Next to the functional verification in several desntBBT also analyzed the performance of its proof-
of-concept implementation of UPnP-QoS v3 framewdrkgure 19 shows the response time
measurements of the various UPnP-QoS actions cdlledhe QosManager on each of the
QosDevices. As expected, the actions involvingratigon with the layer-2 access protocols
QD:AdmitTrafficQos()(ATQ) andQD:ReleaseAdmittedQos(RAQ) take longer. Also the times for
parsing the XML data structures fQD:GetPathinformation(GPI) andQD:GetExtendedQosState()
(GEQS) are shown: these operations are carriedoouthe QosManager (QM), and can be non-
negligible for large output arguments producedHsyWPnP actions (see GEQS + parsing).

! Seehttp://www.lightreading.com/document.asp?doc_id=28D
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Figure 19 - Measurements of the UPnP-QoS actiopamse times in the proof-of-concept testbed andipar
the output arguments

A basic implementation of the QM without any optzation will call all UPnP actions on the QD
services sequentially. Say there afg QD services in the home network amgy» QD services on the
path of a particular QoS request. The total timeafeequential implementation of the QoS request ca
be written ags(assuming successful ATQ calls) in the equatiopwesumming the times* for each
actionX over QD servicces This call ofX can be subdivided in the response tiesp™) of the QD
and processing the answeoc™) by the QM.

et Rpath

— SPQ GBI, GEQS AT
I’-S' - Z(I’-: + I'-E' 4 + Z (I:i + I:i 4
i=1 i=1
t¥ = resp +proc’

Assuming at least two QDs per layer-2 segmentpmeasurements (for a single QD) suggest that even
for reasonably simple home networks (a couple gén2 segments) the whole procedure could
already take a couple of seconds. To cope with ingeatience, this can be limited by parallelizing
each series of QD actiofinvocations. Note however that the processingiefdutput results (taking
timesresp’) still all needs to be done by the QM. We analyiteriperformance of each series of QD
action calls by measuring both responeesif) and processing timerpc) in the test bed, and
comparing parallel invocation time,) with the basic sequential implementatidg). (Results are
summarized irFigure 20 The relative performance improvement, the dair,/ts, is given inTable

1. This shows that by parallelizing the QD actiotis;aeven for complex home networks (up to 20
QDs, hence in the order of 5-10 different layeregraents) the response times remain within an
acceptable range. The decrease in response tiges@émom roughly 50% to 90% for a large number
(more than 5) QDs.
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Figure 20 -Parallelization of the calls to each @vice action keeps the response times of eachsseficalls
below 1-2 seconds.

Number of QosDevice services on the network

2 4 6 8 10 15 20

GEQS 32.46%  48.54%  52.46% 54.84% 55.79%  55.79%  56.10%
GPS 38.05% 60.80% 67.60% 70.32% 71.71% 73.40% 74.09%
ATQ 43.39%  69.16%  78.48%  83.41%  86.50%  90.69%  92.88%
RAQ 45.24% 70.76% 79.80% 84.52% 87.45% 91.40% 93.45%

Table 1- The parallel execution of QosDevice actialts by a QosManager entity achieves considerghla

The performance measurements indicate that procggsisp. parsing) th@athinformation and
ExtendedQosStateutput arguments (see GPI and GEQS) can takeativedy long time (i.eproc®
approachesesp®). Thus, a further optimization is caching the Retrmation at the QM, since the
QDs send this information upon changes (via evettPdP state variables). Furthermore, if we
assume that most QoS requests succeed, anothmizapidn can be applied. Indeed, the invocations
of QD:GetExtendedQosStatehd QD:AdmitTrafficQos()are not entirely dependent on one another:
the QM Entity can already admit QoS on one QD serliefore having information about another.
However, these optimizations require more housekgdp case of failure to admit Quality of Service
on a particular QosDevice service. A sequential lémgntation would typically just release all
previously admitted resources and fail without esjing the resources on the next QosDevice service
in line. When any of the parallel admissions fag QM Entity should wait for all QosDevice services
to return and release each resource that has bemmited successfully before failing, and
subsequently make extra release calls (RAQ) - whah again be issued in parallel - to each QD
where ATQ requests succeeded.
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While sequential implementation will always perfoanhess than or equal number of ATQ invocations
than the parallel implementation, the latter's genance in case of failing ATQs is however not
compromised (since subsequent RAQ calls can ba é&gaied in parallel).
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5 UPNP QoS implementation details

5.1 Mapping UPnP-QoS to lower layer networking technolgies

The UPnP-QoS architecture is designed in a wayath&tinctionality specific to a certain networking
technology is bundled in a single service, namiety@osDevice service. Multiple instances of such a
QosDevice service can be present on the networlgeleral, one can say that there must be a
QosDevice service for each networking device onnisvork that is capable of offering Quality of
Service. These QosDevice service instances wilused by a QosManager entity to retrieve the
necessary information and interact with the QoS haeism of that networking technology in a
generic fashion.

An implementation of a QosDevice service shouldagkvfollow the QosDevice v3 specifications [6],
more specific guidance is given in the QosDevicedxtium [14].

5.1.1 Information retrieval

As a first step of an end-to-end QoS request, theM@nager entity needs to retrieve information
about the network. It delegates this task throudghe tQD:GetPathinformation() and
QD:GetExtendedQosStatefgtions of the QosDevice service.

QD:GetPathinformation()s used to communicate the reachable MAC addremsesach interface
together with the MAC address of that interface.isltvery important to correctly report this
information; otherwise the QosManager entity witvar invoke the necessary actions for setting up,
updating and/or releasing QoS. Apart from the MAfrass information, that will be used by the
QosManager entity to calculate a path of QosDesgiervices, thePathinformationstructure also
encompasses th@osSegmentldach interface is operating on. TResSegmentla an identifier of a
part of the physical network (QoS segment) for Wwhicnumber of QosDevice services are jointly
responsible. Within a QoS segment the identifiestnine identical, in most cases it will be basedon
unigue item within the QoS segment, e.g. and ifienstring of some kind of central QoS coordinator
on the network. The QosDevice Addendum [14] defimes theQosSegmentldhould be formed for
particular networking technologies.

QD:GetExtendedQosStatefhables a QosManager entity to query the dynatate sf a QosDevice
service. This action replaces the v2 actidpB:GetQosCapabilities() QD:GetQosState()and
QD:GetQosDevicelnfo(Jand adds functionality. It gets used by the QosMjen entity to get
information about the current state of the netwiatkrfaces of a particular device. Information abou
the supported values in tAeafficDescriptorstructure provided as input for the actions disedsin
section 5.1.2, can be retrieved in the form of atled prototypical TSPECs. These prototypical
TSPECs indicate which range of which parameterbeasupported for a given TrafficDescriptor. The
QosDevice service can also indicate which paramételeems mandatory.

QD:GetExtendedQosStatefan also be used to get an overview of all runrébrgams. In the
ListOfAdmittedTrafficstructure returned b@D:GetExtendedQosStatefiformation about the current
QoS admissions is found together with a so cdlleger2Streamldvhich is the unique identifier of
the stream used by the networking technology. TlheD@vice Addendum [14] also defines how
implementations for particular networking technaésgshould behave regarding theyer2Streamid

5.1.2 Interaction with QoS mechanism

Once the QosManager entity has gathered the infaméo calculate a path and divide the path in
QoS segments, it will continue to invokeD:AdmitTrafficQos() QD:ReleaseAdmittedQosQr
QD:UpdateAdmittedQos@ccording to the request the QosManager enttiiglling.

The QosManager will, taking the list of prototydicRSPECs into account, generate one
TrafficDescriptor per QoS segment that will contain the QoS parametpecific for that QoS
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segment. Data rate related parameters will be equedss QoS segments while delay related
parameters will have to be split in QoS segmentifipgarameters to accommodate the end-to-end
request.

Mapping of these QoS parameters is discussed iMtteDevice Addendum [14] for networking
technologies taken into account when developindgJheP-QoS v3 specification.

Furthermore, the QosManager entity will include ithi®rmation about other QosDevice services on
the QoS segment by specifying whether or not ther€QosDevice services downstream and upstream
on the path. Some networking technologies requiee gource/sink to perform the actual QoS
admission. Based on the information the QosManagéty provides in the request, the QosDevice
service is aware whether or not it actually shadddanything. If it doesn’t have to do anything, it
should return successfully indicating it is nota@ssible for the request.

5.2 Preliminary report on the UPnP QoS implementation ly ALPHA
industrial partners

The IBBT UPnP QoS implementation mentioned in $ec#.2 is a high level QoS management
framework with no notion about the underlying netkwog technology. This section reports on the
work of ALPHA partners Telsey and Homefibre towatkds implementation of QosDevice services
on their respective hardware for enabling its ugh the QoS management framework.

5.2.1 Telsey

The first issue to be solved when porting UPnP-Q@&tionalities on a commercially available
Residential Gateway is the need to adapt the imga¢ation to the power processing and the memory
available on the hardware platform; for instancedi@ct porting of the UPnP-QoS services as
developed by IBBT based on JavaVM is not feasible.

As a starting point for the implementation of thBri®-QoS servicesibupng?, the Portable SDK for
UPnP devices, was ported on the RG. On top of #ilishe different UPnP-QoS service have to be
developed; the language of choice for the impleatéoti of these services was C, as long as is the
most efficient solution for embedded systems. IRerdake of completeness, it is worth to point out
that this approach is also suitable for the develeqt of UPnP-QoS functionalities also on Linux PCs
and other systems with different architectures @n@Ss.

The details of such an implementation can be faorideliverable 3.5; as stated in the document, the
development of the functionalities went throughiatermediate (or “hybrid”) phase, where just a
subset of the required functionalities was maddate to the RG; see Figure 21.

Zibupnp is an open source project available undsd Bicense
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Figure 21 - UPnP QOS proposed solution: partiattpay of UPnP services on the RG

This choice to focus just on a subset of UPnP Qolinked to the objective to allow end to end

experiments: this subset includes QD required msti@GetExtendedQosState, GetPathinformation,
AdmitTrafficQos, ReleaseAdmittedQos) and the portaf UpdateAdmittedQos action required to

perform the planned testing. The implemented sulisetompliant to UPnP QosDevice v3

specifications.

Another issue is that, as reported in the ALPHARTgcal Annex, the HW platform had to be selected
among those commercially available. This was arialsvrequest to focus implementation activities
on true innovation, on the other hand it had tadeepted that such a commercially available platfor
was not specifically designed for UPnP-QoS. In oase, the RG platform included a module to
switch LAN-to-LAN traffic at 1Gb/s supporting queégi mechanisms and thus allowing Prioritized
QoS. Bandwidth reservation was not foreseen ortiggnal platform, but this has had no impact on
the experimental phase and, of course, on a neiwated platform could be easily implemented

The last issue that must be solved when implemgritie UPnP functionalities is related to the L2
gqueuing mechanisms: such mechanisms are not smkeifithin the standard, but are technology
specific and thus leaved to the single implemeoiati

The QoS reservation mechanism of the QosDevice ssaskollows:

the RG Switch is capable of handling up to 4 pryoqueues per each LAN port, with
decreasing value of priority from queue 1 down tewg 4; the queues are scheduled with
static priority, therefore a packet in a queuerasmitted only if no packets with higher
priority are on hold.

the RG can assign each packet to a specific quezadingly to the IP TOS value and/or
priority value of 802.1Q tag of the packet

Upon receiving an AdmitTrafficQos request form esManager, the QosDevice on the RG
configures the internal switch chip to give pripiit the traffic identified by TOS as specified
by QD:TrafficlmportanceNumber mapping. When allaéfished TrafficQoS requests are
released, the internal switch chip is configuredkita default mode (no QoS support).
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In conclusion, porting UPNP-QoS functionalitiesaRG is feasible also on a commercially available
gateway accepting the obvious limitations of afpkat not specifically designed for UPnP QoS.

The trade-off between flexibility and speed is atijua design choice:

in the scenario described above, for instancesttiech operates via hardware at L2 and at
wire speed but with just basic capabilities in temh QoS functionalities

on the other hand, considering a different scenahiere the switching is done via software at
an higher layer (maybe because this is requiredhbyhome network architectdjgit is
possible to extend the QoS functionalities; thisiéeer increases the computational load on
the Network Processor of the RG, therefore impgdtire traffic throughput.

Undoubtedly, the more suitable solution is to desite Residential Gateway having in mind from the
start that the device will host UPnP-QoS serviced therefore choosing the most appropriate
components.

5.2.2 Homefibre

Homefibre is currently working on improvements tee tcore UPnP stack and code generator of
Applied Informatics C++ frameworks (http://www.appcom). The used UPnP implementation
makes heavy use of automatic code generation,tenddal is to automatically generate all required
UPnP SOAP and GENA (event notification) code frdvea UPnP-QoS service descriptions and XML
Schema files. However, the code generated for tR®aRJQo0S service interfaces (QosDevice,
QosManager, QosPolicyHolder) had some shortcom(itgstill requires a lot of manual coding,
especially due to the heavy use of complex, XMLeBoh based data types in the interfaces), so it was
decided to improve the UPnP code generator andgmoging interfaces before continuing with the
actual QoS implementation. With the planned impmoeets done, implementing the necessary QoS
services will be much easier.

A significant shortcoming of UPnP SOAP is the lamfkcomplex type support for parameters, as
required by UPnP-QoS. As a result, all complex sypee transferred as string arguments, with
different UPnP service specifications defining trewvn ways of serializing complex types to strings
e.g., CSV lists in UPnP AV or XML Schema in UPnPS&ince there’s no mapping from argument
types to XML Schema types, the possibilities foroawatic code generation are somewhat limited —
serialization and deserialization of complex argontgpes must be done manually.

What we anticipate for the future are interopergbissues with other UPnP-QoS implementations, as
the UPnP-QoS specifications leave enough openssfrethose. Also, currently not many devices
implementing UPnP-QoS are available for testing,ws expect a significant effort for fixing
interoperability issues later on.

Part of Homefibre’s work is also the implementatioh automatic device and service discovery
features, as well as the implementation of a padtéar VLAN configuration on smart switches. A
prototype device and service discovery implemenaliased on Zeroconf has been completed, along
with an implementation of the VLAN configurationgbocol.

% for instance, a scenario with the PC client cotettwia Wi-Fi to the RG
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6 Conclusions and future work

In this Deliverable, we have investigated the decture and feasibility of a control and management
framework for both the home and the access network.

Based on the discussed use cases, architectuteebagproposed comprising a humber of functional
building blocks. A local resource reservation systeas been combined with a resource reservation
framework for the access network and a remote n&mnagt protocol to build an end-to-end control
and management framework.

The combination of a home network resource reservdramework (UPnP-QoS) and an access
network resource reservation mechanism (GMPLS/RSKEP-has been investigated. Two models
have been discussed depending on whether or ndiothe gateway is considered to be a part of the
access network. If the home gateway is a part@fatttess network, it will be responsible to request
resources on the network by itself, if it is notcan use a UNI to translate and delegate the resou
request. Future work concerning this integratiolh vé to consider the interface between both system
in greater detail.

To proof the feasibility of deploying a local resoa reservation system (UPnP-Qo0S), several
performance simulations have been done. First bf aaltheoretical performance of UPnP-QoS
signalling has been evaluated. In this theoretivadlel, processing delays have been neglected due to
the fact that this is highly device dependent. dbtome of these tests is hopeful for further negstit
shows that the setup time for a reservation fdedght priority policies is less than 3.5 millisecs.

Using an implementation of UPnP-QoS, more in-deptasurements of UPNP-QoS performance have
been performed. First of all, the measurement sparse times of invocations of actions on
QosDevice services needed to enable the end-t@esimanagement in the home have been done.
This has showed that the actions that interact with underlying networking technology are in
general much slower than the actions that do no$wt interactions. This response time not only
includes the networking delay, but also the prdogsdelay of the QoS capable devices on the home
network. Furthermore, to simulate the local procgsgone by the QoS management framework, the
parsing times of the output arguments of the diffieractions involved in setting up QoS are
measured. This shows that a rather high amouminefis spent on parsing output arguments, which is
necessary for further processing. The sum of resptime and parsing time for a single action isemor
or less 300 milliseconds.

Using the conclusion that querying a single QoSablpdevice can be cumbersome on its own, and
the fact that a typical home network may be comstal of several networking segment, each
consisting of one or more QoS capable devicesnibed to be queried, optimizations in implementing
UPNnP-QoS have been discussed. Not all actionseoQtisDevice services are inter-dependent, which
means that the invocations can be done in pardl&lcourse, this requires more complex setup
procedures to be done in the QoS management frarketgelf. Simulations of both the sequential
approach and the parallel approach have shownetret for a small network, the overall response
time becomes unacceptable for the sequential agpradsing the parallel approach, the invocations
interacting with the underlying networking techrgpjaperform very well - no penalty is seen for an
addition of extra QosDevice services in the netwbt&wever, calls to the query actions that do not
communicate with the underlying networking techigglaexperience a slight penalty. This can be
explained by noticing that all processing needsd¢odone sequentially at the QoS management
framework itself, so only the actual invocations g parallel.

Further work will be done to assess the performarican actual QoS reservation. On the one hand,
performance measurements need to be performedcomplete QoS request in different scenarios.
On the other hand, validating performance measuntsrieave to be done to ensure performance on
real life implementations.

Furthermore, a preliminary report of real-life iraplentations lists a number of issues that arose
during the implementation of the solution by thePHA industrial partners.
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Further work on the performance evaluation and émgntation of control & management mechanics
in in-building networks will be reported in Deliasle D3.8, including further UPnP QoS
performance measurements, further details on teennrking between home and access network and
on the implementations of the solutions by the ABPHdustrial partners.
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